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GAP BETWEEN SENIOR AND FRONT-LINE TEAMS 
There was a noticeable gap in the ratings provided by respondents in senior roles 
and those on front-line teams. This was true in both the security and developer 
cohorts. This is to be expected as responsibilities differ, but the gaps highlight that 
those building the applications themselves have the lowest level of personal 
ownership of security, as well as a poor understanding of the latest application 
security threats. See Figure 8. 
 
Figure 8 
Gaps in Security—Developers 
Percentage of respondents (developer respondents only) 

 
Source: Osterman Research (2021) 

For the developer respondents, specific data points included: 
 
• Poor ownership of security by front-line developers 

Only 27% of front-line developers view the security of applications as a critical 
part of their responsibilities. By comparison, 80% of respondents in both of the 
senior roles took this view. There is a problem when those at the coalface of 
development feel such low ownership for security. 

• Security should not be part of the SDLC 
Only 55% of front-line developers agreed that security considerations should 
be part of the SDLC, compared with 66% of respondents in the development 
manager role and 85% in the Head of DevOps role. This speaks to the need for 
greater awareness of security in the SDLC through education and training, 
along with better tooling and closer integration with security teams to do so. 

• Understanding new application security threats 
While 80% of respondents in the Head of DevOps role claimed to understand 
the latest threats to application security, only 64% of those actually writing the 
code said the same. What is understood by senior professionals is not 
effectively cascading to the front line. 
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• Lack of information on the front line 
In comparison to those in the Head of DevOps role, roughly half as many front-
line developers agreed they had timely access to security information to help 
them build applications securely (63% and 36% respectively). Development 
managers were at the midway point (49%). As with all previous data points, this 
is the inverse of what should be at play to ensure the people building apps can 
do so securely. 

The security respondents likewise evinced a similar role gap, for example: 
 
• Not my responsibility 

Only half of front-line security staff view safeguarding applications as a critical 
part of their responsibilities, compared to 73% for security directors and 76% 
for CISOs. 

• Not my job 
Senior security professionals see themselves playing a more active role in 
securing applications than front-line security staff: 69% of CISOs and 76% of 
security directors, but only 56% of security practitioners.   

• Not my toolkit 
Fewer front-line security staff have access to threat intelligence to improve 
application security than senior professionals: 50% of security practitioners, 
61% of managers, and 70% of CISOs. 

See Figure 9. 
 
Figure 9 
Gaps in Security—Security Team 
Percentage of respondents (security respondents only) 

 
Source: Osterman Research (2021) 

Gaps of this nature can stop the integration of security principles in the earliest 
stages of the SDLC—which acts against the shift left movement.  
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OUTDATED INFORMATION SHARING, EDUCATION, AND TRAINING 
The techniques and approaches currently used for sharing information, education, 
and training are outdated and insufficient. These slow legacy approaches are not 
embedding the knowledge required to match a fast-paced threat landscape and 
dynamic technology fundamentals. The survey results illustrate a sad state of 
affairs: 
 
• Insufficient understanding of threats  

Only 54% of the security respondents believe developers understand the latest 
threats to application security. This drops to 44% for front-line security 
practitioners. Less than half of security respondents say they have the time 
necessary to learn how to secure applications (47%), and therefore it is 
unsurprising that 40% of security respondents say they lack a comprehensive 
understanding of the SDLC. 

• Slow cadence of information from security teams  
Three quarters of development teams receive threat information weekly or less 
frequently from the security team, with 25% of development teams on a 
monthly or slower cadence. See Figure 10. 

 
Figure 10 
Frequency of Receiving Threat Information 
Percentage of respondents (developer respondents only) 

 
Source: Osterman Research (2021) 
 

• Classroom training still used 
Half of organizations rely on classroom-based approaches for training 
developers on application security. For a modern remote workforce, especially 
considering the global pandemic over the past year, this is close to half of all 
organizations with an irrelevant training structure for securing the SDLC. 

• Slow cadence of security training 
Half of security teams offer training on application security to engineering and 
development teams on a quarterly or less frequent cadence. See Figure 11.  
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Figure 11 
Frequency of Providing Training to Development Teams 
Percentage of respondents (security respondents only) 

 
Source: Osterman Research (2021) 
 

• Ineffective onboarding 
Half of the new employees joining an organization are not provided with 
effective training on application security, according to the security respondents 
to the survey.  

 
The gap between front-line and senior developers was also evident in terms of 
education and training (see Figure 12). For example: 
 
• Lack of learning time for developers 

Only 45% of front-line developers say they are given the time necessary to 
learn how to create secure applications, compared with 59% for development 
managers and 65% for respondents in the Head of DevOps role. 

• Poor understanding of the latest threats 
Fewer front-line developers (64%) say they understand the latest threats to 
application security than respondents in the two senior roles (68% and 80% for 
the manager and head roles respectively). 

• Low efficacy on learning from mistakes 
Front-line developers were half as likely as Head of DevOps respondents to say 
they learn from mistakes to develop more secure applications—36% for 
developers and 69% and 72% for respondents in the manager and head roles 
respectively. Poor efficacy for after-the-event learning dooms development 
teams to repeating the same mistakes. 

  

 
Only 45% of 
front-line 
developers say 
they are given 
the time 
necessary to 
learn how to 
create secure 
applications. 
 



 
 

 
©2021 Osterman Research 12 

Imperfect People, Vulnerable Applications 

Figure 12 
Developers on Learning Effectiveness and Improving Security 
Percentage of respondents (developer respondents only) 

 
Source: Osterman Research (2021) 

Summary 
It is gratifying to see an aspiration to achieve the shift left and build security into 
the SDLC earlier on. However, nothing will shift until urgent action is taken to 
address the three main themes explored in this research and thus translate the 
aspiration into a culturally embedded approach. 
 
 

  

 
Urgent action  
is needed to 
translate the 
shift left 
aspiration into  
a culturally 
embedded 
approach. 
 



 
 

 
©2021 Osterman Research 13 

Imperfect People, Vulnerable Applications 

About Immersive Labs 
Immersive Labs is empowering organizations to equip, exercise, and evidence 
human cyber capabilities. We provide metrics that give security leaders insight into 
human cyber skills and readiness levels across their organization and improve these 
through dynamic labs and crisis scenarios which track the threat landscape. 
Immersive Labs is backed by Goldman Sachs and Summit Partners and our 
customers include some of the largest companies in financial services, healthcare, 
and government, amongst others. 
 
For more information on Immersive Labs’ offering, please visit 
www.immersivelabs.com  
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