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Cybersecurity training: from dry-as-dust videos to cutesy animations of 

hapless office workers to streams of green code on a black screen. The 

variety out there is staggering, and it’s hard to know where to start. 

When faced with finding a solution that can be rolled out across an enterprise, that works for every team, 
and that is actually effective, you’d be forgiven for breaking out in a cold sweat. And because getting it 
wrong – training for training’s sake using out-of-date, expensive tools – can be costlier to your organization 
than a few expense forms, the task begins to border on insurmountable

Luckily, we’re here to help, and we’re even more pleased to say that the most effective forms of 
cybersecurity training – for all teams, regardless of technical ability – share some common features.  
These features are key in training relevant individuals in cybersecurity tools and tactics, and ultimately  
in creating a more robust and complete defense for your business. 

In this eBook, we’ll run through: 

 ■ What you need to look for in a cybersecurity 
training solution

 ■ Real-world examples and the science behind 
the best learning practices

 ■ Comparisons of the different training types 
available

So, grab yourself a coffee and settle 

down for an education in education. 

We promise we’ll be quick!
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What does the best 
cybersecurity training 
look like?
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The latest threats won’t wait for your course curriculum to be updated, so why should 
you? The only way to keep up with hackers is to learn like them.

The threat landscape changes on a daily basis.  
With 230,000 new malware samples produced  
every single day (yes, you read that right) and  
hackers attacking every 39 seconds, regular, stand-
alone training courses just can’t cut the mustard.

Curriculums – whether for in-person training, video 
series or eLearning courses – often take months to 
update, by which point they’re already out of date.  
And if someone is only getting the chance to hone 
their skills once or twice a year, they’re doomed to 
always lag the curve. The best type of training is 
therefore agile enough to keep pace with what’s 
going on in the real world – and offers continuous, 
on-demand learning as and when threats hit the 
headlines. 

On a similar note, in our (almost) post-pandemic  
world, a training solution that can be used remotely, 
without the need for complex software or a sci-fi-
worthy internet connection, stands head and  
shoulders above the rest. 

Few organizations are prepared to send their 
employees to sit in dim and dingy hotel conference 
rooms to learn by rote from a PowerPoint presentation 
any more – and few people would be willing to do 
so. Not only is this a significant waste of employees’ 
time, it’s often more expensive than the online, remote 
alternatives. 

What this kind of training looks like:

 ■ Browser-based without the need  
for complex software

 ■ Easy and quick to “spin up” and start learning

 ■ Bite-sized challenges to suit every schedule

 ■ Regularly updated content that keeps up  
with new threats, tools and techniques

 ■ Remote-friendly

Rapid, regular & on-demand  

The science behind it:

“  If new skills aren’t used often, they 
fade fast. We become less adept and 
our competence degrades very quickly, 
so frequency of training is incredibly 
important.”

Rebecca McKeown
Psychologist and specialist in improvising 
human response in pressurized situations

https://purplesec.us/resources/cyber-security-statistics/#:~:text=7%20out%20of%20every%2010,US%20%242.4%20million%20in%20defense.
https://purplesec.us/resources/cyber-security-statistics/#:~:text=7%20out%20of%20every%2010,US%20%242.4%20million%20in%20defense.
https://www.varonis.com/blog/cybersecurity-statistics/
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Real-world example

In December 2020, the US government was 
hit by a severe cyberattack, SUNBURST, 
allegedly masterminded by Russian 
nation-state hackers directly affiliated to 
the GRU (UNC2452 or Cozy Bear).

Within a few days of the news hitting the headlines, 
Immersive Labs had released a series of technical labs 
to help organizations get to grips with the new threat 
and understand how it might affect them. The labs 
ranged from a Cozy Bear introduction to a deep-dive 
malware investigation. 

In addition, we created a brand new ‘Cyber Crisis 
Simulator’ to help organizations prepare and practice 
their response to a supply chain compromise of this ilk. 

To learn more about both, head over to the  
Immersive Labs website. 

https://www.immersivelabs.com/resources/blog/feel-the-heat-of-sunburst-with-immersive-labs-so-your-business-wont-have-to/
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“Play is our brain’s favorite way of learning”  – Dianne Ackerman. 

Harnessing the power of competition and gamification will lead  
to impactful learning that really sticks. 

From Nike+ Run Club to eBay to the US Army’s latest 
recruitment campaign, gamification is everywhere. 
And that’s because it works. Game mechanics are 
increasingly being adopted by websites and apps to 
increase engagement with products and services. 
In other words, it keeps them coming back for more. 
Luckily for us, cybersecurity training can benefit from 
game mechanics as much as e-commerce or a fitness 
app can – as we’ve already seen, the more often 
someone exercises their cyber skills, the sharper those 
skills become. 

A crucial point to note here – especially for the 
managers among us – is that “gamification” isn’t 
always about playing games. It’s about fast feedback, 
goals, levelling up, points, and leaderboards. It’s 
about community and competition with your peers. 
Not only can these mechanics be adopted to make 
cybersecurity training addictive, they can also make 
the learning process enjoyable. Because, after all, if it’s 
fun, it’s memorable – and you’ll want to keep doing it. 

What this kind of training looks like:

 ■ Powered by competition: leaderboards, badges, 
points and levels

 ■ Learn by doing: practical, hands-on learning with 
immediate feedback and rewards

 ■ Challenge-based skills development based on real-
world incidents 

 ■ CTFs and black-box style challenges to keep skills 
fresh and employees motivated

 ■ Encourages curiosity, perseverance and self-
research

Gamified  

The science behind it:

Gamification impacts the brain positively 
by triggering the four major chemicals 
that induce happiness: dopamine, 
oxytocin, serotonin, and endorphins. 
These chemicals create desirable 
emotional states and get people 
hooked on learning. Your brain releases 
dopamine, for instance, whenever you 
are rewarded for a particular task. 

Gamification provides learners immediate 
feedback through virtual rewards when 
a goal is achieved, so they begin to 
associate learning with feeling good.  
This prompts them to persist with, and 
even seek out, learning experiences.

https://www.immersivelabs.com/resources/blog/if-your-cyber-training-isnt-gamified-it-isnt-right-heres-why/
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33% drop in t ime 
required for 
onboarding 
 

Real-world example
When Falanx began using the Immersive Labs 
platform, its consultant onboarding process lasted 
three months, during which new joiners went 
through an intensive upskilling program. 

After using Immersive Labs, this dropped by 33% to two months. 
This not only saved the new consultants’ time but also helped them 
enter fee-earning roles sooner – and it reduced the time pressure on 
senior consultants too. 

Falanx found that the gamified nature of the platform helped its 
new team members to get up to scratch quicker: “Consultants have 
found the gamification aspect of the platform a fun and engaging 
way to improve their skills and compete with their fellows”.  
Click here to read the full story. 

https://www.immersivelabs.com/resources/case-studies/falanx-cyber-cybersecurity-firm-reduces-consultant-training-time/
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Map the capabilities of your people against the actual risks your organization faces, 
and know exactly where your strengths and weaknesses lie. 

When the worst happens, you need to know that the 
people in your team – and the wider organization – 
have the skills and knowledge necessary to tackle 
the problem. A certification from five years ago that’s 
been collecting dust on someone’s CV is no use to you 
when you’re faced with a strain of ransomware and a 
stressed CISO. This is where being able to measure, 
visualize and evidence the cyber capabilities of your 
team is vital; it’s the crux of understanding the risks 
you face and how to mitigate them. 

Many types of cyber training lack this: they often 
take the form of one-off courses that can be put 
on a CV or LinkedIn profile and summarily forgotten 
about. In reality, expertise is an ever-changing thing. 
Organizations need a barometer of expertise: a 
solution that can bring together all of those diverse 
threads of knowledge to help them pinpoint and act on 
areas of increased risk. 

It can also help you to support your employees and 
your board. With clear metrics around cyber skills and 
training, you can identify burgeoning cybersecurity 

talent within your organization, so you have a clearer 
picture of who to reward and promote based on their 
true, demonstrable skills and knowledge. And what 
board member wouldn’t love a clear metric around 
cyber preparedness? 

What this kind of training looks like 

 ■ Based on bespoke, editable skill paths that fit your 
business requirements

 ■ Makes use of objectives to ensure individuals and 
teams are acquiring the most relevant capabilities 
and plugging knowledge gaps

 ■ Helps visualize human capabilities against business 
risks using industry-recognized frameworks like 
MITRE ATT&CK and NIST NICE 

 ■ Reviews and tracks the areas of expertise of each 
team and individual

Measurable 

The science behind it:

According to NIST, “risk assessments are 
used to identify, estimate, and prioritize risk 
to organizational operations, organizational 
assets, individuals, and other organizations, 
resulting from the operation and use of 
information systems”. A vital and highly 
influential aspect in the operation and use  
of information systems – and one that is 
often sorely neglected – is the person behind 
the screen. 

Being able to visualize and baseline the 
strengths and weaknesses of your people will 
enable you to ascertain the level of risk your 
organization faces and, most importantly, 
take action. You don’t know what you don’t 
know, so mapping skills, competencies and 
knowledge to frameworks will help you to 
understand and see the hidden gaps and 
unseen trends in capability shortfalls.
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Real-world example
The Immersive Labs service was deployed to HSBC’s 
global cyber operations teams, including the UK, 
Poland, Germany, US, Mexico, India and Hong Kong. 
The cohesive platform enabled HSBC to accurately 
measure and evidence cyber capability while pushing 
continuous skills development across its teams.

Each team member has relevant personal objectives built within the 
platform and aligned to NIST’s NICE framework to power their career 
development. HSBC has also mapped its teams’ practical skills to the 
MITRE ATT&CK framework, the standard by which enterprises visualize 
their surface of attack.

Immersive Labs now provides HSBC with increased visibility and 
evidence of skills, which means it can rapidly assign the most 
appropriate members of the team to defend against attacks using 
specific techniques or entry methods.
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You can’t become an expert in anything by watching a video. The only way 
to truly battle-test your team is by letting them get up close and personal 
with real-world threats and techniques. 

We’ve all been there. Watching a dry-as-
dust presentation or video and listening to an 
instructor drone on for what feels like hours, 
only to leave the room and immediately forget 
all of it. It’s a classic sight across classrooms, 
conference halls, and boardrooms around  
the world. 

But it doesn’t have to be that way – and, in fact, 
it shouldn’t ever be that way. As a technical 
subject that requires agile thinking and a 
constantly questioning mind, cybersecurity 
is better learned through facilitation than 
instruction. Put simply, cyber criminals don’t sit 
in front of PowerPoint presentations to hone 
their skills: they get hands on keyboards and 
puzzle through their problems in a practical, 
methodical way, trying new things and learning 
from their mistakes. And as we’ve already said, 
if we want to keep up with hackers, we need to 
learn like them. 

Practical cybersecurity training should therefore 
provide a safe environment for learners to get 
hands-on with the tools, techniques and threats 
that they will one day encounter. By constantly 

testing their capabilities and pushing the limits 
of their knowledge, they’ll build muscle memory 
and cognitive agility, both of which are vital 
ingredients in cyber-ready humans. It’s as 
much about learning specific skills as it is about 
learning how to think and react in a situation 
they’ve never seen before. 

What this kind of training looks like:

 ■ Hands-on-keyboard exercises with  
practical challenges 

 ■ No slides, no multiple choice, no hand-
holding: the answers have to be earned,  
not given

 ■ Simulations based on real-world incidents

 ■ Real-world experience with actual tools  
and techniques 

 ■ A safe environment with which to get hands-
on with vulnerabilities, threats and more 

Practical

The science behind it:

“The use of digital experiential learning is not a 
revelation, especially in high risk environments. We’ve 
been training pilots with digital flight simulators and 
studying malware with sandboxing for years. Embedding 
this into your cybersecurity training is vital for effective 
digital experiential learning: enable your learners by 
allowing them to practice their hands-on skills and build 
cognitive muscle memory in a safe environment, without 
fear of reprisal, reprimand or consequence.

“From another perspective, effective practical 
cybersecurity training should also follow 
Csikzentmihalhi’s Flow Theory. “Flow” occurs when there 
is an experimental challenge-based element appropriate 
to the skill level of the learner that leads to intrinsic 
enjoyment and exploratory behaviour. This flow state 
creates a deep level of immersion and concentration, 
resulting in deeper rooted cognitive learning connections 
in our brains and stronger muscle memory.”

Neil McEwan MLPI, 
Accredited Learning Professional and Specialist  
in Cybersecurity Learning.
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Real-world example
“ Realistic simulation of current threats is the only 
way to test and improve response readiness, and to 
ensure that the impact of a real attack is minimized. 
Immersive Labs’ innovative platform, combined with 
Kroll’s extensive experience, provides the closest 
thing to replication of a real incident – all within a 
safe virtual environment.” 

–  Paul Jackson,  
Regional Managing Director, APAC Cyber Risk, Kroll

  To read the full story of how we helped Kroll deliver  
a remote cyber crisis exercise to Thailand banking 
click here.  
 

https://www.immersivelabs.com/resources/case-studies/case-study-kroll/ 
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Comparison of different training types
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CLASSROOM-BASED VIDEO  ELEARNING 
CONTINUOUS  

& ON-DEMAND 

On-demand X X X

Remote X X X

Hands-on X X

Gamified X X

Rapidly updated with 
emerging threats

X

Breadth of specialist 
topics

X X X

Insight into human 
capability

X
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Conclusion
So you made it this far – well done! Your coffee might be cold, your head 
might be spinning, but hopefully we’ve enlightened you about what you 
should look for in cybersecurity training – and what you should avoid.  

To summarize in a suitably quick and dirty 
fashion: the best cybersecurity training is rapid, 
on-demand, gamified, measurable and practical. 

It should work no matter where or when your 
people want to learn. It should be as agile as 
the ever-shifting threat landscape. It should be 
measurable and reportable. And it should be fun. 
After all, the impact of more effective equipping, 
exercising and evidencing of cyber skills goes 
far beyond your employees’ CVs: it will lead to a 
more prepared security function when an attack 
happens. Getting this right is the difference 
between training for training’s sake and true 
human cyber readiness for your organization.

If you’d like to find out more about how 
Immersive Labs is the ultimate solution for 
any organization looking to power up their 
cybersecurity, book a demo today.

https://www.immersivelabs.com/get-a-demo/


THE QUICK & DIRTY GUIDE TO CYBERSECURITY TRAINING

14

About Immersive Labs
Immersive Labs is the world’s first human cyber readiness platform. 

Our technology delivers challenge-based cybersecurity content developed by experts 
and powered by the latest threat intelligence. Our unique approach enables businesses to 
battle-test and evidence preparedness to face emerging cyber threats. 

Immersive Labs simulates cyber scenarios covering everything from the basics to threat 
hunting and reverse engineering malware. At the heart of our platform are labs: cloud-based 
and story-driven exercises accessible on demand. We’re developing new labs every day to 
add to our massive range of practical, gamified content that’s also mapped against industry 
frameworks.

Discover Immersive Labs at: www.immersivelabs.com 
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